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Chapter I described bridges technically. In the DeFi context they are the point of
greatest loss. The Ronin bridge exploit of March 2022 (USD 625 million), the
Wormhole exploit of February 2022 (USD 325 million) and the Nomad exploit of
August 2022 (USD 190 million) are among the largest thefts in the history of digital
assets. Each involved a bridge whose security depended on a small set of keys or a
flawed contract.1 The legal question after a bridge exploit is who, if anyone, owed
the wrapped-token holders a duty. Where the bridge is operated by a company, as
Ronin was by Sky Mavis, the holders have a contractual or tortious claim against it.
Where the bridge is a multi-signature set of pseudonymous validators, the holders
face the simple-partnership and identification problems discussed in Chapter VII.

Notes

The figures are as reported by the respective projects and by Chainalysis,
Crypto Crime Report 2023, chapter on DeFi hacks. Part H, Chapter I treats
the criminal-law classification of exploits. ↩
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Disclaimer

This article is provided for general information only. It is based on publicly available sources as at its
date of publication. These sources have not been independently verified against licences, regulatory
registers or the records of the entities concerned. It is not legal, tax, financial or investment advice.
Nor is it a recommendation to invest in, transact with or use the services of any entity mentioned.
Law and regulation change frequently, so the content may be incomplete or outdated. To the fullest
extent permitted by law, Dr Alexander Ressos and the publisher of SingaporeIQ exclude all liability
for loss or damage arising from the use of or reliance on this article. Readers should obtain advice on
their specific circumstances before acting or refraining from action.

Names and trademarks of the entities discussed belong to their owners and are used for identification
only. Their mention implies no endorsement, affiliation or allegation of wrongdoing. All Singapore
law advice is provided by a duly licensed and regulated firm of Singapore advocates and solicitors
only  on  the  basis  of  an  express  written  letter  of  engagement.  Corrections  and  updates:
contact@ressos.com.

©  2026  Dr  Alexander  Ressos.  This  article  may  be  quoted  with  attribution  to  SingaporeIQ
(SingaporeIQ.com). Reproduction in full and any commercial use require prior written consent. The
Legal Terms at https://singaporeiq.com/legal-terms apply.
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