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The hot/cold distinction concerns connectivity. A hot wallet's key is on a system
connected to the internet and can sign at once. A cold wallet's key is held offline and
signing requires a manual step. Every serious custodian holds the bulk of client
assets cold and a small float hot to service withdrawals. The ratio is a risk decision
that regulators now examine. MAS's technology risk management guidelines and its
2023 customer-protection measures expect a DPT licensee to hold most customer
assets in cold storage and to justify the hot float.!

The legal consequence of the distinction is mainly evidential. A custodian whose hot
wallet is drained has lost assets through a security failure that it will have to explain
to clients and regulators. Whether the loss falls on the custodian or on the clients
depends on the agreement and on the general law of bailment or deposit. A Swiss
custodian is liable for loss caused by its own negligence under Art. 97 CO and
cannot exclude liability for gross negligence under Art. 100 CO. A Singapore
custodian's position turns on its terms, subject to the Unfair Contract Terms Act
1977 for consumer customers. Both Part D, Chapter V and Part J, Chapter III treat
the drafting.
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Notes

1. MAS, Guidelines on Risk Management Practices — Technology Risk (TRM
Guidelines), revised 18 January 2021, together with the custody-specific
expectations in MAS's July 2023 response on DPT customer protection.
FINMA addresses the equivalent expectation through its risk-based
supervision of licensed custodians and, since 2026, through Guidance
01/2026. <

Disclaimer

This article is provided for general information only. It is based on publicly available sources as at its
date of publication. These sources have not been independently verified against licences, regulatory
registers or the records of the entities concerned. It is not legal, tax, financial or investment advice.
Nor is it a recommendation to invest in, transact with or use the services of any entity mentioned.
Law and regulation change frequently, so the content may be incomplete or outdated. To the fullest
extent permitted by law, Dr Alexander Ressos and the publisher of SingaporelQ exclude all liability
for loss or damage arising from the use of or reliance on this article. Readers should obtain advice on
their specific circumstances before acting or refraining from action.

Names and trademarks of the entities discussed belong to their owners and are used for identification
only. Their mention implies no endorsement, affiliation or allegation of wrongdoing. All Singapore
law advice is provided by a duly licensed and regulated firm of Singapore advocates and solicitors
only on the basis of an express written letter of engagement. Corrections and updates:
contact@ressos.com.
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