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Self-custody means the holder controls the private key without an intermediary. The
key may sit in software on a phone or laptop (a hot wallet), on a dedicated hardware
device that signs transactions without exposing the key (a hardware wallet), or on
paper or metal (a cold wallet). The term "wallet" misleads. Nothing is stored in a
wallet. The tokens are on the ledger and the wallet holds only the key that controls
them.

The legal position of the self-custodian is simple and harsh. She has full factual
power of disposal and no counterparty. No one owes her anything. If she loses the
key, the tokens are lost to everyone. If she is defrauded into signing a transaction,
the transfer is final and her remedy lies against the fraudster alone. Both Swiss and
Singapore courts have been asked to help victims of such frauds and have developed
proprietary and disclosure remedies against exchanges that later receive the tokens,
but neither system can reverse a transfer on the chain.1

Self-custody is outside the regulatory perimeter in both hubs. A person who holds
her own tokens needs no licence anywhere. A software developer who publishes a
wallet application that never holds keys is likewise outside the perimeter, although
FINMA has indicated that a wallet provider who can initiate transfers on behalf of a
user, or who holds a share of a multi-signature key, may become a financial
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intermediary under the Anti-Money Laundering Act (AMLA; GwG).2 Singapore
excludes from the custody service any arrangement in which the provider "does not
have possession or control" of the tokens, which it reads as meaning the ability to
move them without the customer's cooperation.

Notes

For Singapore, CLM v CLN [2022] SGHC 46 (proprietary injunction and
disclosure orders against exchanges holding stolen Bitcoin and Ether); for
Switzerland, the attachment and provisional-measure tools in Part H, Chapter
V. ↩

FINMA, Guidelines for enquiries regarding the regulatory framework for
initial coin offerings (ICOs), 16 February 2018, section 3.3; FINMA Guidance
02/2019 of 26 August 2019, section 3 on wallet providers with power of
disposal. See Part F, Chapter II. ↩

Disclaimer

This article is provided for general information only. It is based on publicly available sources as at its
date of publication. These sources have not been independently verified against licences, regulatory
registers or the records of the entities concerned. It is not legal, tax, financial or investment advice.
Nor is it a recommendation to invest in, transact with or use the services of any entity mentioned.
Law and regulation change frequently, so the content may be incomplete or outdated. To the fullest
extent permitted by law, Dr Alexander Ressos and the publisher of SingaporeIQ exclude all liability
for loss or damage arising from the use of or reliance on this article. Readers should obtain advice on
their specific circumstances before acting or refraining from action.

Names and trademarks of the entities discussed belong to their owners and are used for identification
only. Their mention implies no endorsement, affiliation or allegation of wrongdoing. All Singapore
law advice is provided by a duly licensed and regulated firm of Singapore advocates and solicitors
only  on  the  basis  of  an  express  written  letter  of  engagement.  Corrections  and  updates:
contact@ressos.com.
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Author contact: Dr Alexander Ressos, TEP · contact@ressos.com

SingaporeIQ.com

© 2026 Dr Alexander Ressos. General information only, not legal, tax or investment advice. No client relationship is created. All
Singapore law advice is provided by a duly licensed and regulated firm of Singapore advocates and solicitors only on the basis of an
express written letter of engagement. More information at SingaporeIQ.com and ressos.com.sg.

https://singaporeiq.com/legal-terms
https://singaporeiq.com
https://www.ressos.com.sg

	Self-custody
	Notes
	Disclaimer


