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The Cybersecurity Act 2018 established the Cyber Security Agency and a regime for
critical information infrastructure, under which designated owners of systems
essential to the delivery of essential services must comply with codes of practice,
report incidents and undergo audits.! Banking and finance is an essential service
sector, but the designation of critical information infrastructure is made by the
Commissioner for individual systems and has not been extended to crypto
exchanges. The 2024 amendments broadened the Act to cover systems of temporary
cybersecurity concern, entities of special cybersecurity interest and foundational
digital infrastructure such as cloud and data centre services, which touch crypto
businesses indirectly through their providers.?

For a crypto platform the operative cybersecurity requirements are therefore those
of MAS. The Technology Risk Management Guidelines and the Notice on
Technology Risk Management set the standards and the reporting duties. The Cyber
Hygiene Notice imposes baseline controls on all licensed financial institutions.> The
Computer Misuse Act 1993 supplies the criminal offences for unauthorised access
and modification, which apply to hackers whether or not the victim is a designated

infrastructure owner.4
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Notes

1. Cybersecurity Act 2018, Part 3 (critical information infrastructure), in
particular ss 7 (designation), 10 (duty to report), 14 (incident reporting) and 15

(audits). <

2. Cybersecurity (Amendment) Act 2024, passed on 7 May 2024, inserting Parts
3A to 3C into the Cybersecurity Act 2018. <

3. MAS Notice on Cyber Hygiene and MAS Technology Risk Management
Guidelines (January 2021). Part L, Chapter VII treats their application to DPT

licensees. €

4. Computer Misuse Act 1993, ss 3-5. Part N, Chapter I describes the offences.
o

Disclaimer

This article is provided for general information only. It is based on publicly available sources as at its
date of publication. These sources have not been independently verified against licences, regulatory
registers or the records of the entities concerned. It is not legal, tax, financial or investment advice.
Nor is it a recommendation to invest in, transact with or use the services of any entity mentioned.
Law and regulation change frequently, so the content may be incomplete or outdated. To the fullest
extent permitted by law, Dr Alexander Ressos and the publisher of SingaporelQ exclude all liability
for loss or damage arising from the use of or reliance on this article. Readers should obtain advice on
their specific circumstances before acting or refraining from action.

Names and trademarks of the entities discussed belong to their owners and are used for identification
only. Their mention implies no endorsement, affiliation or allegation of wrongdoing. All Singapore
law advice is provided by a duly licensed and regulated firm of Singapore advocates and solicitors
only on the basis of an express written letter of engagement. Corrections and updates:
contact@ressos.com.
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